
 
 

 

 
ACCEPTABLE USE POLICY FOR WESTLEIGH HIGH SCHOOL COMPUTER SYSTEMS  

 
 
The school provides and maintains computer equipment for benefit of all students. Students are 
responsible for good behaviour when using the computers including the Internet. 
 
In order to use school computer equipment, students and parents must agree to this Acceptable Use 
Policy. Please read this document carefully, sign and return. On return of signed policies, students will be 
given access to school computers. 
 
If students violate these provisions, access will be denied and the student will be subject to appropriate 
disciplinary action. 
 
 
ICT Equipment Usage 
 
 Treat ICT equipment with respect as it is provided as a tool for education 
 Do not deliberately damage or vandalise any ICT equipment 
 Do not connect mobile equipment to the school network or any school equipment unless 

permission has been given by the ICT Support Staff 
 Do not intentionally waste resources including ink and paper 
 Do not unplug any cables from the back of machines 
 Do not eat or drink near the computer equipment 
 Report any computer problem to a member of staff 
 
 
Security and Privacy 
 
 Do not disclose your password to others or use passwords intended for the use of others.  You must 

understand that you are responsible for any activity generated by your password. It is a good idea to 
change your password regularly and choose one that is not easily guessed by others.  A pass-phrase 
is often better than a password e.g. maryhadalittlelamb. 

 Do not give out personal information to anyone over the Internet, including filling out online forms, 
unless you have been given permission to do so 

 Computer storage areas and removable storage are treated like school lockers. Staff may review the 
contents to ensure the system is being used responsibly 

 Do not attempt to access anyone else’s computer storage area.  This violates the Computer Misuse 
Act.  This also includes mobile storage e.g. pen drives 

 If your computer storage area has been accessed by someone else, you must notify a member of 
staff immediately.  You must also change your password as soon as possible. 

 
 
 
 
 
 
 
 
 
 
 



 
 

 
Internet 
 
 The Internet is provided for educational and research purposes.  Be aware that access to the Internet 

is a privilege, not a right and that access requires responsibility. 
 Do not access the Internet unless for study or for authorised/supervised activities 
 Do not engage in ‘chat’ activities over the Internet 
 Do not search for unacceptable material on the Internet 
 Do not buy or sell anything over the Internet 
 Do not attempt to download software from the Internet 
 Do not share/upload any personal information about you or of anyone in school. 
 You are responsible for good behaviour on the Internet, just as you are in a classroom or a school 

corridor.  Individual users of the Internet are responsible for their behaviour and communications 
over the network. 

 
 
Email 
 
 Be polite and appreciate that other users might have different views from your own. The use of 

strong language, swearing or aggressive behaviour is not allowed and will not be tolerated. 
 Never open attachments to emails unless they come from someone you know and trust. They could 

contain viruses or other programs designed to destroy content on the computers 
 The sending or receiving of email containing material that is unlikely to be suitable for children or 

schools is strictly forbidden. Always report such instances to a member of staff. 
 
 
Cyberbullying 
 
 Inciteful or hateful content using any ICT based equipment, including personal digital devices, will 

be treated as cyberbullying.  
 Do not send or upload photographs, video or information about other students without their 

permission.  Similarly, do not set up groups on Social Networking sites about other students or 
staff. This will be treated as cyberbullying. 

 
All school related incidences of cyberbullying that are brought to our attention will be dealt with in 
school, even if the incident took place out of school hours. Examples of this are: 
 
 Setting up groups about other students or staff on social networking sites, such as Facebook. 
 Uploading of photographs or videos, to the Internet, about other students or staff. 
 Uploading of inciteful, derogatory or hateful comments, to the Internet about other students or 

staff. 
 Sending text messages via any medium that can be construed as bullying. 
 Sending pictures or videos via any medium that can be construed as bullying. 
 
If deemed necessary, some incidents of cyberbullying will be reported to the Police. 
 
 
 
 
 
 
 



 
 

 
It is not acceptable to use any school computer equipment at school for any of the following: 
 
 Offensive, obscene, pornographic or indecent material 
 Material designed to cause annoyance, inconvenience, unnecessary anxiety, threats or the 

promotion of violence 
 Defamatory or discriminatory material including religious or racial hatred 
 Material protected by copyright 
 Unsolicited commercial or advertising material 
 Deliberate unauthorised access (hacking) 
 Deliberately introducing a computer virus, corrupting/destroying data, disrupting the work of other 

users, tampering with hardware and software, installing/downloading software 
 
There are a number of legal acts that are there to protect us. The information below gives a brief outline 
of the acts. 
 
Criminal Justice and Public Order Act 1994 and Obscene Publications Act 1959 
 
It is strictly forbidden to use school equipment for pornographic, obscene, racist, sexist, grossly offensive 
or violent activities. 
 
The Copyright, Designs and Patents Act 1988 
 
You must obtain permission from the owner before copying material or making use of it. You must also 
assume that all material on the Internet is subject to copyright unless a specific notice states otherwise. 
 
Computer Misuse Act 1990 
 
It is an offence to use hacking skills to commit crimes, including gaining unauthorised access to a 
computer or data, causing the computer to perform a function to access any programme or data held 
on any computer or altering data and software. 
 
Data Protection Act 1998 
 
You must gain permission from individuals before disclosing any personal information about them. Any 
information about others you disclose must be accurate, relevant, not excessive, kept up to date, not 
held for any longer than necessary and secure. 

 
Defamation Act 1996 
 
It is unlawful to make an untrue statement, published to a third party, which damages reputation or 
holds them up to hatred, ridicule or contempt. Facts must be accurate and verifiable. 
 
Sexual/Racial/Disability Harassment 
 
The Sex Discrimination Act 1975, Race Relations Act 1976 and Disability Discrimination Act 1995 make it 
an offence to discriminate on the grounds of sex, race or disability. 
 
Malicious Communications Act 1988 Section 1 
 
It is unlawful for a person to send to another person a letter or electronic communication which is either 
indecent, grossly offensive, threatening, false or believed to be false. 
 



 
 

 
The Prevent Duty 
 
The duty in the Counter-Terrorism and Security Act 2015 on specified authorities, in the exercise of their 
function, to have due regard to the need to prevent people from being drawn into terrorism. 
 
 
 
 
 
 
I have read and understood the above and agree to use the school computer facilities within these 
guidelines. 
 
Student Name: ________________________________________________ 
 
Form: ________________________________ 
 
Signed: _______________________________ (Student) 
 
 
Parent Name: _________________________________________________ 
 
Signed: _______________________________  (Parent/Guardian) 
 

 

Adopted by the Board of Governors 
and recorded in the Minutes of the 
meeting held on: 
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